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013 2001,01.01 00:068:34 LAN: Call to xxREEREK
012 2001,01.01 00:06:35 LAN: Connect
011 2001,.01.01 00:06:39 LAWN: Call to xR
o100 2001,01.01 00:0B:39 LANM: Connect
oog 2001.01.01 00:08:53 LAM: Request to di=zconnect by HTTP
oog 2001,01.01 00:08:53 192, 168.0.11: 1142 > 132.168.0.1: 80
goy z2001,01.01 00:08:63 LAN: Disconnected by TE CAUSE 168 CHARGE 19
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oo3 z2o01,01.01 T8 IhT AT Tttt o =ds
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gog 2001,01.,01 00:09:03 LAM: Connect

% BHED XXXXXXX

T

(IR LALEFRESERLTVET,

B, (27T ZEETH3HEEE NP7 RLR], [R—rEE]
Z1E “%" (FRIURY) ZANL. Txy b<TRI] (FZEAELET,




(2
YERELET,

AJUZR D “004” ONTy b ZEEREGROSBBEES7 1)

F6E (VBB HEE

IPZ1)LAERSE

FobwAL S

1k o 1

IPFHL A

sEm | #B: | =sewsmour— |
EH= & #E J51a] EISTTHEER
IPFHL A
32 |restrict = | [wan0 =| [out =] [192.168.0.11 j24
FEFEIERR

|:«

Fwb=AZ TS

2 I

[1755]

|tcp

LUFTDOESICIP 74 IVIMBREESNET.

'S rg=Lriv. War gL o™ ™ LU =L ™ ILH
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24 reject lanl in # nethioz_ns # # #

25 reject lanl in # nethiosz_dgm # L L

26 reject lanl in # netbioz_s=n & # #

27 reject lanl in # microsoft-ds # # #

28 reject lanl in # * ® * netbioz_ns=

24 reject lanl in # # # # netbios_dgm
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1 reject WAN out % netbios_ns % % * 1
2 reject WAN out * netbios_dgm * * * E 1
3 reject WAN out % netbios_ssn * * % E 1
4 reject |  WAN out % microsoft-ds % % * E 2
5 reject WAN out % % % % netbios_ns | ;¥ 3
6 reject WAN out % % * % netbios_dgm | ;¥ 3
7 reject WAN out * * * * netbios_ssn | ¥ 3
8 reject |  WAN out * % % % microsoft-ds | jF 3
9 |restrict| WAN out * % tcpfin 3 www X4
10 |restrict| WAN out * * teprst * wWww E4
11 | restrict | WAN out * * tcpfin * ftp X4
12 |restrict | WAN out % * tcprst % ftp E4
13 |restrict | WAN out * * icmp % * E4
14 pass WAN in % * established 3 * E5
15 | reject WAN in % % tcpsyn localhost % E6
16 | reject WAN in * % * % dhcps E7

E1: NetBios Z#%ZE (WAN BINDRHZBALE)
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1 reject WAN out * netbios_ns * * % E 1
2 reject WAN out * netbios_dgm * * * E1
3 reject WAN out % netbios_ssn * * * E 1
4 | reject [ WAN out % microsoft-ds 3 * * E2
5 | reject| WAN out % % % % netbios_ns | ¥ 3
6 | reject| WAN out * % % * netbios_dgm | ;¥ 3
7 |reject | WAN | out % % % % netbios_ssn | 3
8 |reject| WAN [ out % % % % microsoft-ds | ;¥ 3
9 | pass | WAN | in % * eStaZ"She s * 4
10 | reject WAN in % 2 tcpsyn localhost * E5
11 | pass WAN in % % % % www 6
12 | pass WAN in % % % % ftp 7
13 pass WAN in * ftpdata * * * E 8
14 | pass WAN in * * % % smtp E9
15 | pass WAN in % % % % pop3 £ 10
16 | pass WAN in % % % % telnet N
17 | reject WAN in * * tcp % * E 12
18 | reject WAN in * 2 * * dhcps E 13
E1:  NetBios Z#ZE (WAN INDRHZBAL)
F2: SMBHY—ER/NT v bEWE (WAN HINDFEHZRSLE)
F3: WER—FOBHRRETS
F4: TCPARI L IAVHHEIEINTNSHDZEER
ES5D L= FRERY —/\EF O EE
E6:0 www EiR
ET70 ftp 21) EiB
A8 ftp (20) FiB
9 smtpiEE
E10: pop3 FEiB
E 110 telnet BB
E12: LREEOHEEEICKY. R—FXF v+ EE (TCP)
F13: KR—bXF+v E# (UDP : DHCP)
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6.16.2 OJ YR BFKRTR

NEAOVIERERRTLET, OV ARILSYSLOG DREICHE L TERRENET, 6.7.5
SYSLOG] (p.6-34)

A1) X FFRR

019 2001,01,01 00:30:10 FILTER: [LAMI] Rejected IN : LDP
018 2001,01,001 00:30:10  192.168.1.124: netbios_dgm > 192.168.1.2556: netbios_d
017 2001,01,01 00:80:24 FILTER: [LANT] Rejected IN : UDP
016 2001,01,001 00:=30:24 192.168.1.211: netbios_ns > 192.168.1.255: netbios_ns
015 2001,01,01 00:30:25 FILTER: [LANI] Rejected IN : UDP
D14 2001,01,01 00:30:26 192,188.1.211: netblos_ne » 192,168.1.255: netbios_ne
013 2001,01,01 00:30:26 FILTER: [LAMI] Rejected IN : LDP
012 2001,01,01 00:30:26 192.168.1.211: metbios_ns » 192.168.1.255: netbios_ns
011 2001,01,01 00:30:456 FILTER: [LANI] Rejected IN @ UDP
010 2001,01,001 00:30:45  192.168.1.176: netbios_dem > 192.168.1.256: netbios_ d
003 2001,01,01 00:30:43 FILTER: [LANI] Rejected IN : UDP
pog 2001,01,01 00:30:48 192.188.1.21: netbiog_ne > 192.168.1.265; retbiog_ns
007 2001,01,01 00:30:50 FILTER: [LANI] Rejected IN @ LDP
006 2001,01,01 00:30:50 192.168.1.21: netbioz_ns > 132.168.1.285: netbios_ns
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