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» TRFZARIMLIEAZ2—DTIAVY LRy - TRFRRI ML D SHERNTEET,

I = 94VLR I ()

O T7I7ERRAVI—BHIERRIN. TILIARAVMERLTWSF v 2L, 2.4GHz/5GHzD
FHFrAIERERPETINE T HEDTICARAULE7) v ITHLEHMETRINGT,

RFANRT ML
EA R EBFrFL PIF v FIAEERE(2.4GHz) RIGF ¢ FIVERE(56Hz)
(2 GHz), 124 (S GHz) © 76% - very high ® 4% - very low
—SD AP TE. MEOFrFILC 10 AFRFT LIV IRIALTLVRWES insufficient data] &FJR2NBTEHNBENET, oA JERAEE RF ARTHIL T=FFEERERTAIC
PEZ TLET
HB& RE
Bl APDEFR
ERF=RIV TPOERARA D EHREERLTWSF IV
T 5 HHEISAESOMBEDTIIF v RIVERREZRT
?:21192:;\)) l('{sﬁé?f) Very low FrRIVAZEWLWTUVET,
: Very high @ FyRIVABHULTVET,




BEGHA | 9-1. WGBM —RFIARIML— (2/3)

TICARAYNEADF v 2 ILF| AR EHERT

> TICRARAUMEOFHMERA CIIZEFrRILITrDERR, FDNOEEH XKL T\VWSSSIDE
PESREFALTWSFvXILEHERTEZENTEET,

R overview » | H=21F-MR42 - channels 11 (2 GHz), 100 (5 GHz) e iz
HEICES REFIOLARAIMERL TV FrRIL OIS

> BFvRILDERRDRAF T Vay b ERINET,
BWENRENOGEE CHREINAESICEHINET CAEEIZDRIT—ET B2,
757 LDERESSHKIHBBLET), E(dBm) MEVIZCENTVET,

-40 dBm
-60 dBm
20 B T A ot W O PN )

100 dBm

2412 MHz 2417 MHz 2422 MHz 2427 MHz 2432 MHz 2437 MHz 2442 MHz 2447 MHz 2452 MHz 2457 MHz 2462 MHz
CH.1 CH.2 CH.3 CH. 4 CH.5 CH.6 CH.7 CH.8 CH.9 CH.10 CH. M

> TEROT7 57 3R R EEN R RIN EFRZRBLLLICTITRNTVEET,
B/ AR ERL A~/ A X ELLERFHIRICTVIREEZRLET,
JAZRCERERYTEZE IR GEGRERBER/ VYOS RE T SRR EHRYET,
N
1:00

2:00 [
3.00

2412 MHz 2417 MH 2 N 137 N - V 2 z 2457 M VIHz
CH.1 CH.2 CH.3 CH. 4 CH.5 CH.6 CH.7 CH.8 CH.9 CH.10 CH. M

2412MHz  2417MHz 2422MHz 2427MHz 2432MHz 2437MHz 2442MHz 2447MHz 2452MHz  2457MHz  2462MHz
CH.1 CH.2 CH.3 CH. 4 CH.S CH.8 CH.7 CH.8 CH.9 CH. 10 CH. 1

Pl BF v RILD /A XTPERENEVGEDT S5 TRRH




BEniE | o-1. mSBE —RFAXINL— (3/3)

o PIVRRAVIRAADF v 2ILFRAREERTS

> TIVRARAUMEOFHMEEm TIIZEFrRIILTEDERR, A NOEHNEFELTWSSSIDE

RESHREEALTVWSFrRILEHERTHIUNTEET,

H-21F-MR42 - channels 11 (2 GHz), 100 (5 GHz) | 24GH:  s5GH:
HEICES REFIOLARAIMERL TV FrRIL OIS

RF overview

> BMBEDITSTTERNETIIERE, "TFHLTWAAP A BERTRET. MEAZE,, Tl & RLT

WHFIHICR LB FrRIL OB AR FIIERARNERINET,

ERE | FTHLTLSAP
Frla MEDERE TIHERE (MES03H)
1 75% Ta%
2 — G — G5
3 — 50% — A%
. — 2% —_— E
— 319 — 3
& — G2 — 57
7 — 50 — 574
a — G0 — 57
g — 5% — A3
10 — GG — G5
T — 54 — GG
5% 5%
— 5E% — 5
=3

> TFHLTWBAP, TR BIRLEFYRIL ETREINAETAVLIRY NI — I ZDIER %

YZRLETdBmMA B WNMIL (Fl: 40 1 -60 LHEBEV) AESHK/NIrERLET,
BEMNMEALTWAFvRILYIFEDAP (7T ELRARAU L) b F v RILHD RS> TWNRNDY,

VLB ICHEBELTEREINTOETICRARA W WO EDHERIZF AW EEITET,

BSSID SSID dBm ¥ Channel Mode On LAN
00 W — 40 12 802.11g {(WPA) not seen
08 at —_— 40 6 802.11ac (WPAZ) not seen
80 at — 42 1 802.11ac (WPAZ) not seen
a4 rt — 42 6 802.11n (WPAZ not seen
84 9! —— 50 10 802.1%ac (WPAZ) not seen

fu e = 50 3 802.11n (WPA2 not seen
74: B — 50 8 802.11n (WPAZ) not seen
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gEsiE | 10-1. (RUrDS ERET S

AR MO TILIR KDL H—EXMEE ICE T2 0 T %
AT H2e T,
SBERRDEZRNSE Y L THENIEI,

AR ~0OT DWERTE

>

FXY R =084k, -T4Rhog ) #38RLFT,

s Ry RO—O2K }——

o

ZF+2 U5 &SD-WAN ,W..AN -

AV F —
EETTR—

DAV e —

190k

A—NFE—=3a>

b H

m |

Jloa

d

> AR NOT DOFER THERLE-WAT IV E LT,

AX> 0O | 7ozt b - |

VPN
RAF
Wi-Fi

AP: Any

SRR ILT:| A

BE | JolS90Uw b

X2 ) TA4TTIATRAT
IRy F @l
LTI ARA> bElY

KEHH—EX N EDIFEIIATI) BRI
RRINELA,

AonO—F -~

| ORR—INE
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LEEE@EJ 10-1. IRV O ERERT S

| OY74— R THRETE3EE

> O 74— ILRICEAINAARD MO TIKTOIEB 2R WL ITET,

A2 OT povzsa bEt -

AP: | Any £5 - F > I |User1-Macbook| ] WOBR&E DA 02/27/2021 00:59
s~ bFr7 a BATEAAT BT none
wFE | JoL9D

FULO—F-| <8I a—Re7)yIT R EZRPHOOT ECSVTI >0 —RTEET,
Bagl(JsT) Y FORARA SsID DIAF AR IAT B!
Feb 27 00:21:28 Sample-APOO GycumuOl Userl-Macbook B2 T4 AF VST -2 client has |
Feb 26 23:55:30 Sample-AP001 Gyoumul User] -Macbook WPASEZE
Feb 26 23:55:30 Sample-APOO Gyoumudl User!-Macbook B2 NMFULIT -3 channel: 1

®

@

€)

®

®

®

X% AR

® =37 (WD) AR MO FEAE L-BFZ,

@) T I RARAb% (EODAPT) ARV RELETIVRRAV ML,
TICRRAU NG E7 ) ITHEEMIT I L RRA2 ME
WMHOEERTEZT,

©) SSIDX% (¥DSSIDT) AR b F 4 L7-SSID 4,

® IS5A4T7 >k G HEDISAT M,
IIATUNLET ) ITHEFHMI T IAT > MERHS

ATEZET,
® AR NIAT RELEARINIAT,
® =20 FEARD DB,

T I RRA> MalTRREDH
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SEGHE | 10-2. 1RVMOJ =R TS -VPNEIT-

FERANINILTDITHRIT

ABETIRIAR AT (£F2)T4T7 77147 (VPN)) THERTES

FELRAT e —BBNLET,

B DHCP')—2Z /) — 2% BEET 3

AR IAT

@ | DHCPY)—2X

ip: 192.168.xxx.xxx H') —RAIENF=2rERLET,
More >> %7')v 7§ 3 LY M IERNHERTEET,

Router / subnet /dns / duration(')—XHAFR /#)
Server ip/ server_mac 1%

@ | DHCPY—2X

DHCPH™) ) —X3N 2 & RmLET,

® | DHCPO R

(Extra: no_offers_received)
DHCPH =/ 5 DIRE DRV T RLRABRGTER D 1<
BeILRRIINEY,

B)E- 77 RDEBHERREHERTS

ARV AT

2]

D | VPNISA 7 EELE L

Local_ip : EIY HTH5MAIPTRLR
User_id: o7 4> BSICERA LID
Remote_ip : #4TNIPT7FL X

NE— T IR KRIN LEZBICRTINET,

@ | VPNIZA7 by L L1

Local_ip : Bl B TH5MTWAEIPTRLR
User_id: o7 4> BIERALID
Remote_ip : ##TDIP7 LR

NE—hFIEREMBTLABRICRTINE T,

B | 7547 PRLR T — L
<,

BRLTERYE— T IERIFATY MBI B TRIPTR
LA HEBLTWET,




=ERFIA

10-2. IR +OJ /589 S -VPNEIT -

B )E— 77 ANEBRAEHERTS (RBTAOKE)

AR NIAT

B

®

MerakilA 5/
I74T7> PNV T—Ya>

msg: invalided DH group 19.
msg: invalided DH group 20.

7547 > NVPNE#HELS— 789

FRIEE

IIAT UM TCRELEBRIHAF—HE->TW5
-UDP500-4500% 774 74— ILT7 0y 73NT\\5
- (WindowshB¥) IKEXAuthIPIPsect—E XA &R
oT\W5,

MerakilA 4k /
IZAT7NVPNRIY T -3y

msg: not matched
ISAKMP-SA established xxxxxx[4500]-
xxxxx[4500]xxx

7547 NVPN#EHELS— 691
EFRREA

a7 A IDXR/IRT— KA RE->T\\ 5
A I TV ERWaA—HFDTIER

O NETRIN TR WIS

BT 2R a7 AR RINEVISEE VPNEE IR
FEABELTWERW D, O PR RINTVWRWER
NET, (LRIL—FR. 75147 > bOBSEEIFEERICERY Y
W THERRLSIEI W)

B IP7RLAYEHFELTWS

AR NIAS

=2

®

7547 NPOEE

IS5AT7 NP EEL TSI 285U -BICERIN
Y,

VPNAR RO DERMERAAFLULERYET,




sEsiR | 10-3. 1XUNOSERETS - PoERAA AN -

TEHARINIATOSEA |

ARIETIIAR IO THRTELTELAR T —BREBN LI,

B Wi-FiZ 547> b s R SSIDIHefr /SRR /I MTL - 2L 2 BESRT S

A0—k~

BEE(UST) Y FItRAA - ]

Feb 27 00:21:28 Sample-APOO1 Gyoumul1
Feb 26 23:55:30 Sample-APOO1 Gyoumul1
Feb 26 23:55:30 Sample-AP0O0D1 Gyoumul1

DIAFF '(AJF'SJ-(T i

Userl-Macbook B2 115~ 2 F VST —23 client has left AP

Userl-Macbook @ VIPAETE

Userl-Macbook ” BO2.1177%/<

AN NI4T

=2

D | 802.1 7Yy —a>

(Channel xxx, rssi yy)
SSIDA7 72 ALFEDF+2IL (Channel), 7547 > k
ZS3RE (RSS2 RLIET,

@ | wrpAzE:

ELVERTHAF—(PSK) A AASNEZrERLET,

@ | 802. 1 | T4RFPYYT—ay

(Client has left AP)
IIAT M APHO LEEN =2 R LET,
I2AT7 > DO ERMCARLEE—FOBICLRRINSG 2L
"HYEY,

(previous authentication expired)

74T rDBRIFEAREF— (PSK) ZBEAA X
IELEREEMBIR AT HONT ST 54 7> bHYSSIDA 5 )t
Lz (XNr) CrerlET,

(Client association expired)
7247 > bYIET 77"47“&7‘% BEM T EARLZ L
XEDHESENBE BT ERIRLET

(unknown reason)

7247 > bYAPH b@ﬁf%%’“ﬂhb?‘-% o
EE;/BZ'T'/%Z& %ib 77’(7\/|‘ZAP75 Z- é'ij(,\._‘\’(\\ﬁ
B TERLGSEFBEREICERTINET,
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s | 10-3. (RUNDIERETS - POLRKAVALT -

B OFSHAFEELTWRWVWH AR MO T THERTSI5E

SGHZTﬁ’Ctir FL—F— X TME#L—— LR ALTEY . TN —5 —
ICRHE T 57700 R BB ICEIRY 5#EE% TDFS b VW E T,

DFS) BARFIIMBDFr RIAYTYEZINRET 24, —BFOIIT —IBETEIRL

Y ET XD A SGHZH DBIEHBFITINTLEIIZFEIIAR T TIDFS, A

HELTWRWHHERL BEBEICL->TUIL—F — %:%EO)f;u\%iﬁi(WSZ%)/\

FrxILEEETHLEDRADVBELRYET,

AR NOT pouzsas bad -

AP: Any DIAF b TAT ROBBLDHE: 03/01/2021 10:32 (JsT
SUAR> M1 || DFS event detected | x I BHATBAAURILT
AoO0-F~
BEH(JST) ™ FOCAMRA - SSID ISAF Lo AL 2l
Feb 19 11:20:59 0001-MR I DES A~ REEBELELE channel: 124, radio: 1 I
Feb 9 20:47:05 0001-MR DFSTAFEBELELE channel: 56, radio: 1

|, ELARINIATNAWEET') w7 L TDFS event detected) %38R LT,

2. "MR&IEI)VILET,
3. ZYTHUTHNERINET,

AR IIAT E3

D DFSARU b EELELE channel xxx (DFSH&%aBFICER LTV =Fv2IL)
radio | (ZYUNT7>TF 11E5GHzD 7> TH LW IELK)

TAYVLZARROT DERERAEITULEERYET,
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